Chapter 4

Virtualization Practicum

4.1 Chapter Overview

In this chapter, we are going to download and install the Sun VirtualBox
product. Then, we will show you how to install and configure it. Next, we
will add a virtual operating environment on top of your existing operating
system. The beauty of virtualization solutions is that you can run multiple
operating systems simultaneously on a single computer. To really understand
how powerful an ability that is, you need to see it for yourself. The following
illustration shows a draft version of this chapter being written on an Open-
Solaris virtual guest operating system running on Windows XP host.
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4.2 Downloading Sun xVM VirtualBox

This practicum will provide you with some guided hands-on experience and
help you gain confidence in using virtualization technologies. To begin, the
first thing to do is to download the Sun VirtualBox product. To do this,

you need to open a browser and go to the web site
ht t p: // ww vi rt ual box. or g/ wi ki / Downl oads

where you will see this page:

Legin  Seiirgs  Register  HelnBuds

Download VirtualBox

by Here, you will fend finks to VirtualBox bindries and its source coda.

Secragnshots
pavwrdads VirtualBox binaries

Do Lauon
el The binaries in this section are all released under the VirtualBox Personal Use and Evaluation License
End-user docs {PUEL}. By downioading, you agree to the terms and conditions of that cense.
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Choose the type of download file that is most suitable to the operating
system you are using and download the product. Save the file—in Microsoft
Windows, you will be prompted to save the file from the File Download —
Security Warning dialog:
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File Download - Security Warning B

Do you want to run or save this file?

Narne:  VirtualBox-2, 1, 2-41885-Win_xB86.msi
Type: Windows Installer Package, 35.6MB
Fram: dlc-cdri-rd.sun, com

Run Save | Cancel I

@

“wéhile files frarn the Intemet can be useful, this file tipe can

potentially harm your computer. [Fpou do not tust the source, do not

1un or save this software, What's the risk?

Choose Save and you will be shown a Save As file selection dialog to
choose where you wish to save the downloaded file. The dialog box should

look like this:
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Select a location for the file to be saved to and click the Save button to
continue. The download status dialog will appear:
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19% of ...0x-2.1.2-41885-Win_x86.msi frumd
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+1,0%-2,1.2-41885-Win_x86.msi from dic-cdn-rd. sun,com
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Download bg: o WirtualBox-2.1,2-4 1 885-Win_x&6.msi. .,
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4.3 Installing Sun xVM VirtualBox

Once the download has completed, you must locate the file wherever you
saved it and execute the installer. If you are not using a Microsoft operating
system, the procedure for executing the installer will be slightly different
than what is shown here. Regardless of which non-Microsoft operating sys-
tem you may be using, launch the installer according to your specific oper-
ating system’s instructions. The VirtualBox installation can be started from a
Windows environment by double-clicking on its Microsoft Installer archive
(MSI file) or by entering this command from the prompt of a command-
line interface:

nsi exec /i Virtual Box. nsi

The figure below shows the highlighted selection of the Sun VirtualBox
(Windows version) installer from the root of the D: drive.
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Using just the standard settings, VirtualBox will be installed for all
users on the local system. If this is not what you want, it is necessary to
invoke the installer from a command-line prompt as follows:

nsi exec /i Virtual Box. msi ALLUSERS=2

Executing the installer in this fashion will install VirtualBox for the cur-
rent user only.

Once the installer begins executing, the first thing you will see is the
installation welcome dialog, which looks like this:

tootio: el f

Welcome to the Sun xv¥M
VirtualBox Setup Wizard

1he Setup wizard vall allow you to repair your curment
installation ur remove Sun <M VirleaBox from your
computer, Click Mext bo continue or Cancel bo cxit the Sebup
‘Wizard.

Version 2,1.2 <k | mexts | Cancel

Click Next > to continue on to the End-User License Agreement
(EULA), as shown below. In order to proceed, you must accept this agree-
ment to use the product. Click the Next > button to continue.

I Sun x¥M VirtualDox License Agreement

End Uscr License Agreement

Bl rrsnd e Fulbowing oo el carsfidly.

1
VirtualBox Personal Uge and Evaluation Licenes (PUEL) H 1

[Licenes vereion T, September 10, 3002

1TH MICROSYETEMS, THC (31N 13 WITL1ING TO TICFNSE THE
[PRODUCT A3 DEFINED [M § 1 BELOW) TO YOU ONLY UPON THE
(CONDITION THAT YOU ACCEPT ALL OF TIIE TERMS CONTAINED IH 1
THIS VIRTUALDOX FERSONAL USE AND EVALUATION LICENSE

A GREEMENT (“AGREEMENT™). PLEASE READ THE AGREEMENT

JAHEFULLY, BY DOWHNLOADING OR INSTALLING THES PRODUCT, YOu :l

(¥ | accept the barms in the License Agrésment
1 Ldo ok accept the terms in the License Agreement |

Werson 21,2 ceack [ s | Cancel
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Once the EULA is accepted, the Custom Setup screen will appear, as
shown below.

|__\"|— Sun x¥M YirtualBox Setup |

Custom Setup

Select the way you want features to be installed,

Click or the icons in the tree below to change the way Features will be installed,

EEIER ] irtusleo: Application
foe (=3 = | WirtualBiox USE Suppart
=3 ~ | WirtualBox Netwaorking

“Sun =¥ YirtualBos application.

This Feature requires S9MB on your
hard drive, It has 2 of 2
subfeatures selected. The
subfeatures require S28KE on yo...

Location: C:iProgram Files\SunixvM YirtualBiosx!, e |
Yersion 2.1.2 Disk Usage < Back I Mext = I Cancel |

Here you can change the default settings, choosing where and how Vir-
tualBox will be installed. Usually, the defaults are satisfactory for installa-
tion. If you choose this option, all features will be installed.

In addition to the VirtualBox application, the components for USB sup-
port and networking are available. These packages contains special drivers for
your Windows host that VirtualBox requires to fully support networking and
USB devices in your virtual machine (VM). The networking package con-
tains extra networking drivers for your Windows host that VirtualBox needs
to support Host Interface Networking (to make your VM’s virtual network
cards accessible from other machines on your physical network).

Depending on your Windows configuration, you may see warnings
about “unsigned drivers” or similar messages. Select Continue on these
warnings, because otherwise VirtualBox may not function correctly after
installation. Click Next > to continue to the Ready to Install dialog box,
shown below.
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i Sun ®x¥M VirtualBox Setup

The Setup Wizard is ready to bagn the Custem installation,

To start the installation process, just click Install. It may take a minute
or so for the installer to complete, depending on your system’s processor and
memory resources. You will see an installation progress dialog, similar to
this one:

On Microsoft Windows operating systems, you may see the Software
Installation dialog box shown below, warning you that the product you are
installing has not passed Windows Logo testing to verify its compatibility
with Windows XP. Click the Continue Anyway button to proceed.
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1 The software you aie instaling has nct passed Windows Logo
.&X ammwbmmwmwmxpw
this testing is mportant]

Cmgmmtalwmﬁumnﬂﬂmmm
or destabilize the correct operation of your system
om-mia(slrolnthehnn Miciosoft strongly
recommends that you stop this installation now and
contact the software vendor for software that has
pmatl\lmdomLognmm

Continue Arpay | [ STOP Instaleton |

You will be notified when the installation has completed, and given the
opportunity to launch the application automatically. Be sure the box in the
following dialog is checked:

i Sun kY™ VirtualBox Setup K

Sun xVM VirtualBox
installation is complete.

ek the Finish button to et the Setup wizard,

- Sart Sun A virualBoy sfter intatation

Version 21,2 coa [ mesh ] Zaed |

Click Finish to complete the installation process and continue. The

VirtualBox Registration Dialog will appear:
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ox Regictration Nialog

Welcome to the VirtualBox Registration Form!

Please fill ouk this registration Form o let us know that vou use
WirbualBox and, ootionalky, to keep you Informed about
VirhualRox news and updates.

Enker your Full marme usirg Latin characters snd your e-mall
address o the Fields Delow, Please note that Sun
Mlicrirsystemes will uese bhis information onkye ta gathesr prococe
|| usage statistics and to send vou virtualbox newsletters, In
particular, Sun Microsystems will never pass vour daka to third
partics, Dotailed oformation about o we use your porsonal
data can be found in the Privacy Policy section of the
VirtualBox Manual or on the Privacy Policw page of the
WirbualBox welbrsie,

E-mall |

] Please do not use this infarmation to conkact me

Registration is very simple, and it is recommended that you register
your product. Just fill in your name and an email address. Once the registra-
tion form has been completed, a Confirm button will appear. You can
choose to allow Sun to contact you or not by checking or unchecking the
box above the Confirm button. Once you have clicked Confirm, instant
kudos appear:

& VirtualBox - Information lifil

Congratulations! You have been
successfully registered as a user of
WirtuaiBo,

{..’.

Thank you for finding time to fill out
the reqistration fiorm!

[ ]

Click OK and you are rewarded with the initial display of the Sun
xVM VirtualBox product. For Microsoft Windows-based systems, the
installer will create a VirtualBox group in the Programs folder of the Start
menu, which will allow you to launch the application and access its docu-
mentation. If you choose later to uninstall this product, VirtualBox can be
safely uninstalled at any time by choosing the program entry in the Add/
Remove Programs applet in the Windows Control Panel. For non-Win-
dows operating systems, you must uninstall according to your system’s rec-
ommended procedures. However, let’s not do that yet! The following
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picture shows you what the opening screen looks like after you have
installed and filled out the product registration form:

4.4 Adding a Guest Operating System to VirtualBox

VirtualBox allows you to run guest operating systems using its own virtual
computer system, which is why it is called a “virtual machine.” The guest
system will run in its VM environment just as if it were installed on a real
computer. It operates according to the VM settings you have specified (we
will talk about settings a bit more later in this chapter). All software that
you choose to run on the guest system will operate just as it would on a
physical computer.

With the options available, you have quite a bit of latitude in deciding
what virtual hardware will be provided to the guest. The virtual hardware
you specify can be used to communicate with the host system or even with
other guests. For instance, if you provide VirtualBox with the image of a
CD-ROM in the form of an ISO file, VirtualBox can make this image avail-
able to a guest system just as if it were a physical CD-ROM. You can also
give a guest system access to the real network (and network shares) via its
virtual network card. It is even possible to give the host system, other guests,
or computers on the Internet access to the guest system.

4.5 Downloading FreeDOS as a Guest OS

For our first guest, we will be adding an open source operating system called
FreeDOS to the host machine. In order to do this, we must first go to the
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Internet and download FreeDOS. Minimize the VirtualBox application for
now and open a web browser. Go to

ht t p: //vi rtual box. wor dpr ess. cond i nages
When your browser has brought up the site, it should look similar to

the figure below. You will see a list of virtual operating systems, with the
sponsoring web site for each one in parentheses.
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D Small Linux [w ith defiult pacarressrs set
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2 installation is dene frem the SO, with default parameters set.
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* PCLINUX0S (website],

* Puppy Linux (website).

* Sidux (website].

+ Slachwars (website): the instalistion has been dane fram she firss S, selecting e bare minimim Gisk seis.
4 hTaz {website

* TingHelPCLinGxs) [website)

® Ubuntu (website): the nstallation is done from the €D, with default parameters set.

& Ubunta Studio (wel 2 inctaliation Is done from the €0, with default paramerers set

. akaicn t dona from thio GO wit defaikl DTG s

.

inetaliation s sors fram tha OO, with defaul parsmstere
£cnwaolk (websitc): the installativn @ done from the Standard Edtion CO, with Jc[ﬂul T OMElErs sel.

GNU/OpanSolarie (GNU sendand toale rinan ng an tap of tha DpanSolarie karmal]

= Indiona [website].
* Nexentn (website): the installstion s done frem the £D.
+ MILAX (website]s the ntallasion has been done from the sffical 152 imags.

Towards the bottom of the page, you will find the FreeDOS entry. The
reader is encouraged to go to the web site of each operating system and
check it out before downloading a file. Click on the FreeDOS entry to start
the download process. When you click on any of the operating system links,
you will be taken to that system’s download page. There, you are given the
choice of which architecture (i.e., 32-bit or 64-bit) you want to install.
What is important for almost every operating system displayed on this page
is that you must write down the passwords for the root user and default user.
An example similar to what you will see is shown below:

FreeDOSThere are several FreeDOS images available.
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FreeDOS 1.0
Size (compressed/uncompressed): 82.3 MBytes / 394 MBytes

Link: http://downloads.sourceforge.net/virtualboximage/freedos

Of course, FreeDOS is the exception to the rule above, since it does not
require a root or user password. Click the link to download the image and
save it to a location you will remember—Iater in this practicum, you will
need to unzip this file and extract the images. We recommend that you
choose to save the files on a drive with plenty of space available.

4.6 Downloading the 7-Zip Archive Tool

Next, you will need to download an open source product called 7-zip (it
works on both Linux and Windows platforms), which can be accessed from

htt p: //ww. 7-zi p. or g/ downl oad. ht m

Once the download is complete, perform the following steps in
sequence:

1. Pick a drive with plenty of spare room on it and create a folder
named VirtualGuests.

2. Download the 7-zip file to the VirtualGuests folder and install it
using the standard options.

3. Once you have installed 7-zip, find the FreeDOS file you down-
loaded previously.

4. Highlight the file and right-click on it—choose the 7-zip extrac-

tion option to extract files.
Extract the files to your VirtualGuests folder.

6. Your VirtualGuests folder will now contain two folders,
Machines and VDI. The virtualBox image for FreeDOS will be
in the VDI folder.



Adding a Guest OS to Sun XVM VirtualBox 115

4.7 Adding a Guest OS to Sun xVM VirtualBox

Now you will add the FreeDOS guest operating system to your virtualBox
host. Start by clicking on the New button. The New Virtual Machine Wiz-
ard dialog box will appear:

T — 1]
Welcome to the New Virtual Machine Wizardl

cotate arem Wt ot or Wetuses.

T Bkttt b the pravin e

The wizard is an easy-to-follow guided setup for installation of your
guest operating system. Click Next > to continue and you will be presented

with the Virtual Machine Name and OS Type dialog box:

§ Create New Yirtual Machine 1 _?J_’ﬂ
VM Name and OS Type

Erter 2 name for the new virtual maching and select the typs of
t}nw.astnperm system vou plan b instal onto the virtusl

mmumwmmmssmw
hardwiare corfiguration. 1t wil be used by ol VirtualBox components
to idantify your virtial maching.

E'“

|FreeDos

— 05 Type-

Opetating System: [Other |
ersicn: [ ]

<Back ]| Mpl camtl

Type FreeDOS in the Name field. Select Other for the Operating Sys-
tem, and for the Version we will choose DOS. Click Next > to continue on
to the dialog for memory configuration. In this part of the wizard, you have
the option of increasing or decreasing the amount of memory that will be
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used for the guest operating system. For those of us old enough to remem-
ber DOS, 32 MB of memory is plenty.

T Create New Virtual Machine

G e -
AL 54
L

Just accept the default settings for now (you can always change them
later) and click Next > to proceed to the next section of the wizard, the Vir-
tual Hard Disk dialog box:

vt machie, fou a0 s rate B e hrd ek e the.
e bt e bt b b ik g et v
dhowe et o8 by prasEng the Daiating button (m ek the Vituel
Macta Marager kg -

01 18t s e s i i o VH o S
Thorecammancc sow of the boct har k. 517 40,
s TR :

This dialog box allows you to select the virtual device image file (.vdi
file) that was previously downloaded and saved to the VirtualGuests folder
you created. What you see displayed in the dialog box is the name of the last
image added. In this case, it was an image of Damn Small Linux (dsl). If no
images have been installed on the host, the default selection will be similar
to the one shown below:
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T
Virtual Hard Disk

Seloct @ hard disk image to be used as the boot hard disk of
the wrtual machine, You can exher create a new hard disk
wusang the New button or select an exsting hard disk image
from the drog-down list of by pressing the Existing butten {to
invoke the Virtual Disk Manager dialog).

#f you need a mare complicated hard disk setup, you can also
skip this step and attach hard disks [ater Using the WM Settings
dialag

The racommended s2e of the boot hard disk 5 2098 ME.

r Boot Hard Disk [Frimary Master]
=6 g sk %

e, Existing.,

<gock | [ o= | [ concel |

If you had previously created any virtual hard disks which have not
been attached to other virtual machines, you could select from among those
using the drop-down list in the Wizard window. Since we have downloaded
and extracted a new image of FreeDos, it won't be in the list. Click the
Existing... button to continue on to the Virtual Media Manager. In the
figure below, FreeDOS is listed as an available selection. If it is not listed,
then you need to add it by clicking on the Add button at the top of the dia-
log box.

T
Ackions
Mow Add | Remove  fuisen ‘ fofrash
6 voedoas | 0 et inaca | B Fey i |
MNara /| vatial Sem | Actasat Sim
- TinyMed PeLinioods)-2000.0-566. vd 2.00 68 647,01 VB
— Celil, 7, 2208, v .00 63 A (K2 M
el 4L 10-x 880 10.00 GB 259,04 ME

VirtualBox’s Virtual Media Manager keeps an internal registry of all
available hard disk, CD/DVD-ROM, and floppy disk images. This registry
can be viewed and changed in the Virtual Disk Manager, which you can
access from the File menu in the VirtualBox main window. The Disk
Image Manager shows you all images that are registered with VirtualBox,



118 Cloud Computing

grouped in three tabs for the three supported formats. These are hard disk
images, either in VirtualBox’s own Virtual Disk Image (VDI) format or the
widely supported Virtual Machine DisK (VMDK) format. CD and DVD
images in standard ISO format are supported. There is support for floppy
images in standard RAW format. As you can see in the figure below, for each
image, the Virtual Disk Manager shows you the full path of the image file
and other information, such as the virtual machine the image is currently
attached to, if any.

Astions
I T Far
88 2 8
New Add  Asmove  RAelease  Refrash
) Hard bisks | (5)CO/DVD images | [ Eloppy Images
[Name | Vitusl Stze | Actual Sie [+
| & Debian 3.1 netinst LB0GE 56401 ME
| & Detian 4.0 netinst val BOOGE  3,84G8
Fedora Core Bavdi 7.8l GB 2,96 GB
@ MEPZudll 200GE 55601 ME

openSUSE 10,3 {c't 22-2007).vdi

8,00

| 8 El
‘ Solanswdi 10,45 GB 5,78 GB
|

- Ubuntu 5.1042) 5.45GB 2,34 GB|%
L windpws Vista 3y FRASGH 1360 GALT
Location: fmntfinnotak-unbvdis/RHELS, vdl
Disk Tyge:  Naormal Storage Type: Mrtusl Disk Image
| Attached to: RHELS Snapshot:
[ Hele o |
A

Clicking the Add button will bring you to the Select a hard disk
image file dialog box, as shown below:

g
Select a hard disk image file

Lock it [ vOI - @
_ My Recont Decumants
le Desklop
i) My Documents
My Recent i
o iy My Computer
BeUments % ACER ]
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<o Aemovable Disk (G2
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< Remcvable Disk [1:)
= Flemovable Disk [K:]
S Documnents on ‘Nemesis server [Samba, Ubur]
My Computen 2 Shared Documents
) My Documents
‘g Py Netvacak Places
) Mic
My Metveork: 4 Taacs - Open
Flaces — J |
Fies oftype: [ Al hand disk. images (7 vodk v " v =l Cancel
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Using this file dialog, you must navigate to your VirtualGuests folder.
In your VirtualGuests folder, open the VDI folder and highlight the Free-
DOS .vdi file. Once you have it highlighted, simply click on the Open but-
ton. You are returned to the Virtual Hard Disk dialog box, where you

carlier clicked the Existing... button:

T Lreate New Yirtual Machine

| Virtual Hard Disk

Click Next > to complete the addition of the FreeDOS virtual image. A

summary screen, as shown below, will appear:

T Create New Virtusl Machine

Summary

‘..'“ Wy .\. = .. |
05 Type: DO

Base Mermory: 32 MB.

ook Hord Disk: Froe00s, v (Norma, 2,00 G&)

- Finish O you press i,

e virtua machioe i be created.
Piote that o can aher these and ol other setting of the crested

Here, simply click the Finish button and you will be returned to the
Sun xVM VirtualBox main display. FreeDOS should be displayed in the left
panel (it should be the only entry on your system) similar to the list shown

in the following image:
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Before we explore the FreeDOS environment, it is a good idea to
check the settings to ensure that the guest system will work the way you
want. The Settings button (in the figure above, it looks like a gear) in the
toolbar at the top of the VirtualBox main window brings up a detailed
window where you can configure many of the properties of the VM that is
currently selected:
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Click your desired settings—but be careful. Even though it is possible
to change all VM settings after installing a guest operating system, certain
changes after installation may prevent a guest operating system from func-
tioning correctly.

Since you have just created an empty VM, you will probably be most
interested in the settings in the CD/DVD-ROM section if you want to
make a CD-ROM or a DVD-ROM available the first time you start Free-
DOS, so that you can use it with your guest operating system. This will
allow your VM to access the media in your host drive, and you can proceed
to install from there. Check the box in the CD/DVD section if you want to
use an optical device.

2x
5 Generd CO/DVD-ROM
S Herd Deds
¥ Moure COTAD Drive
B Flopey 17 Hast COJUND Drive
[ E |
& Metwork I Enabie Passthvnosh
B seadpos 150 tmoga Fi
@ um ' .
P e - j
S shared roiders ! i
Bl Remote Deplay
Skect u St category I an fhn doft. i ewira
seltegs dam fo pat mora informaliin
[ o | cawd | e |

For now, that is all you need to do in Settings to prepare to run your
virtual image. The next part of our practicum will take you inside the virtual
guest system to use and and see for yourself that it is a real, functioning
environment. We will show you how to set up a graphical user interface
within the DOS environment using an open source product called Open-
GEM. OpenGEM was modeled after GEM, one of the earliest GUI envi-
ronments widely available on the DOS platform.
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To start FreeDOS, highlight FreeDOS in the selections panel and click

the green Start arrow as shown below.
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When you first start FreeDOS, you are presented with a “Load” menu,
as shown below. Usually, the default selection best for your system is high-
lighted automatically. Choose the default option and press Enter (or just let
the 5-second timer expire).
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Since the operating system in the virtual machine does not “know” that
it is not running on a real computer, it expects to have exclusive control over
your keyboard and mouse. This is not so, however, since, unless you are
running the VM in full-screen mode, your VM needs to share the keyboard
and mouse with other applications and possibly other VMs on your host.
This becomes evident when you look at the figure below, showing FreeDOS
running on a Windows XP installation.
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Only one of the two—either the VM or the host—can “own” the key-
board and the mouse at any one time. You will see a second mouse pointer,
which will always be confined to the limits of the VM window. Basically,
you activate the VM by clicking inside it. To return ownership of the key-
board and mouse to your host operating system, VirtualBox reserves a spe-
cial key on your keyboard, called the Host key, for itself. By default, this is
the Control (CTRL) key on the right lower part of your keyboard. You can
change this default in the VirtualBox Global Settings if you wish. In any
case, the current setting for the Host key is always displayed at the bottom
right of your VM window in case you may have forgotten which key to use.
If needed, click the mouse in the virtualized window to gain focus in the
guest system. Press the Host key to give focus back to the host.
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FreeDOS comes with a graphical user interface (GUI) called Open-
GEM that is ready to install. We are going to install OpenGEM in the Free-
DOS environment to show you that it is a fully functioning virtualized
platform. At the ¢:\> command prompt, type

FDOS\ CPENGEM | NSTALL

and press Enter. The following screen appears when the GEM installer
starts:

FEEEEFFIEE Y

Choose option 1 from the menu and press Enter. The next screen to
appear is the OpenGEM license agreement. Here, you must accept the
license agreement by once again choosing option 1 (Accept and Install
OpenGEM) and pressing Enter to continue the install process.
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The installation will proceed and when it is completed, you will see the
screen below:
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s any key to continue

Press any key as instructed. You will then be shown an information screen
and acknowledgment of your installation. Some basic information telling you
how to start OpenGEM is displayed. Press any key again to continue.
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From the DOS command prompt c:\>, type GEM and press Enter.
The GEM environment starts up and you should see something similar to
the screen below.
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Play around with the environment and (for some of us) reminisce
about the “good” old days. Once you are satisfied that everything works,
you can exit GEM by using the File |> Quit option on the menu bar at the
top. GEM will exit and show the following screen, where you are given the
option to restart OpenGEM, return to DOS, reboot, or shut down.
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Choose option 4 and press Enter. You will be returned to the Sun xVM
program. Note that FreeDOS is shown in a powered-off state.
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4.8 Chapter Summary

At this point, you have learned the basics of using the Sun xVM VirtualBox
product and should have a pretty good idea of what virtualization is and
how it can be used. The evolution to cloud computing has advanced rapidly
over the last few years through such technological developments as service-
oriented architectures, collaboration software, and virtualization, which you
just experienced through this practicum. This advancement is creating a
new corporate “edge” that has to consider the complex relationships and
risks that exist on shared infrastructures. As a result of this loss of traditional
perimeter boundaries, businesses are no longer operating from within the
confines of a traditional corporate boundary, but rather as part of a global
ecosystem of supply chains, strategic alliances, and partnerships. Increas-
ingly ubiquitous connectivity, coupled with advances in mobile device capa-
bilities and strategies, as well as new and exciting collaboration and remote
service delivery paradigms, have all begun to erode traditional corporate
perimeters and thinking that is fundamentally altering how we think about
work, let alone how it is accomplished. This paradigm shift is forcing busi-
nesses to think beyond their over-reliance on Layer 2 and 3 perimeters and
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begin to strengthen traditionally weak spaces revolving around identity,
entitlement, and policy enforcement. Businesses must think about tiered
perimeters without abandoning core infrastructure. This has also resulted in
new security challenges that organizations did not have to face when critical
resources and transactions were behind their firewalls or controlled partner
networks. The glue that will make this work in the cloud computing envi-
ronment is federated identity, presence, and privacy controls—all of which
will be discussed in the next chapter. Their role will also be critical in pro-
viding a baseline for some of the security solutions required for cloud com-

puting, to be discussed in Chapter 6.



